[okymeHT npepoctasneH KoHcynbTaHTI10C

MMWUHUCTEPCTBO OEPA30OBAHUA U HAYKU POCCUMCKOM ®EAEPALIUMA

AENAPTAMEHT FOCYAQAPCTBEHHOW NOJIMTUKU B COEPE
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[enapTameHT rocyaapcTBeHHOM NoAUTUKK B chepe obuiero obpasoBaHna MuHobpHaykun Poccum
HanpasfaeT Ana ceefeHuA paspaboTaHHble BpemeHHoi Komuccuen Coseta degepaumm No pPasBUTUIO
MHPOPMaLMOHHOTO 0bLLecTBa MeToAMYECKUe pPeKoMeHauuu O pasmelleHUU Ha UHGOOPMaLMOHHbIX
cTeHaax, odurLuManbHbIX NHTepHeT-calTax n Apyrnx NHPOPMaLNOHHbIX pecypcax
0bueobpasoBaTe/ibHbIX OpraHM3aLMniA U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o besonacHom NoBeaeHUN N NCNONb30BaHMK ceTn "UHTepHeT".

OunpekTtop [enaptameHTa
A.E.NETPOB

Mpunoxkenune

METOANYECKME PEKOMEHAOALUN
O PASMELWLEHNN HA UHOPOPMALMOHHbIX CTEHAAX, OPULIMANIbHBIX
MHTEPHET-CAUTAX U APYTNX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLWMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3SOMACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamu M uYneHamu BpemeHHon Komucecum Coseta depepaummM  No  Pas3BUTUIO
MHPOPMALMOHHOIO 0bLecTBa B paMKax BbIMOJHEHMA PEKOMEHZAUUA NapAaMeHTCKMX CAyLaHUiA
"AKTyanbHble Bonpocbl obecneyeHns 6e3onacHOCTM W pa3BuTMA AeTelr B MHOOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CosBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
MeToANYECKME PEeKOMeHAAUMM O pasmeleHnn Ha MHOOPMALMOHHbLIX CcTeHaaX, oduuManbHbIX
MHTEepPHeT-caliTax U ApyrMx WHPOPMAaLMOHHBIX pecypcax o0blieobpa3oBaTe/ibHbIX OpraHu3auuii U
OpraHOB, OCYLLECTBAAOWMX ynpaBneHne B cdepe o6pasoBaHuA, WHPopmaumm o 6esonacHom
noseaeHUn U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - MeToaMYeCcKMe peKoMeHaauum).

MeTogMyeckne peKomMeHZalLMW  HanpaB/ieHbl Ha  KayecTBEHHOe MNOBblWEHWE  YPOBHA
MHOOPMALMOHHOW AeaTeNbHOCTM 06LeobpasoBaTe/ibHbIX OpraHM3aLmMii U OPraHoB, OCYLLECTBAAIOLINX
ynpasneHuve B cdepe obpa3oBaHMA, B YacTU MHOOPMUPOBAHMA yYaLLMXCA, UX poanTenei (3aKOHHbIX
npeacrasuTenei) M neaarorMyeckmx pPaboTHUMKOB 06 OCHOBHbIX acrnekTax WHGOPMaLMOHHOM
b6esonacHocTu.

MeToauyeckme pekomeHZaumm no3BoNAT ob6uieobpasoBaTesibHbIM OPraHM3aUMAM U OpraHam,
OCYLLECTBNAIOWMM ynpaBneHve B cpepe 06pa30BaHWMA, aKTya/IM3MPOBATb YXHKe WUCMOJb3yemble U
pasmelleHHble MHPOPMaUMOHHbIE MaTeprasbl, Tak U NOATOTOBUTbL MUX B C/ly4ae UX OTCYTCTBUA C y4ETOM
JIYYLIMX MPAKTUK U peKOMEHALNN.

B PamKax meToandecKkunx DEKOMEHAaLI,Mﬁ paccmaTpmBatoTCA cneayrouime MHCTPYMEHTDI:
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1. rHdopMaLUMOHHbIe CTEHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeAcTBa MaccoBoi MHGOPMaLIMK (LLIKONbHbIE ra3eTbl, NeAarorMyeckne u3gaHusa 1 apyrue).
MHdopmauMOHHbIe CTEHADI

Ha nHdopmMaumoHHbIX cTeHAax B 061eobpa3oBaTeIbHbIX OPraHM3aLMaX, PacnoNoKeHHbIX B poie
YUPEKAEHMI M B KabWHETax, OCHALLEeHHbIX MNePCOHa/bHbIMW YCTPOWCTBaMM ANA BbIXOZ4a B CETb
"MHTepHeT", peKoMeHAYeTCs PasMecTUTb MHPOPMALMOHHbIE NAMATKU, COAEPIKALLME OCHOBHbIE COBETbI
no obecneyeHno MHGOPMaLMOHHOM 6e30NaCHOCTM yYaLLMXCA.

B npunoxeHmn N 1 K MeTOoAMYECKMM peKOMeHZauusm npeactasiaeH obpasel, NaMATKU AnA
pasmeLLeHMA Ha MUHGOPMALLMOHHbBIX CTEHAAX.

CpeactBa maccoBoi uHpopmaumm

B cpeacrtBax maccoBo MHPOPMALMKU, OPUEHTUPOBAHHbLIX Ha OOy4YaloWMXCA, PEKOMEHAYeTCa B
TeyeHMe y4yebHOro roga perynapHo nyb6aMKkoBaTb WMHQPOPMALMOHHbIE MaTepuanbl, MOCBALEHHble
OTAE/IbHbIM acnekTam MHPOPMALMOHHOMW 6e30MacHOCTU, a TaKKe pas/inyHble NamAaATKU obuliero
XapaKrepa.

B cpeacrtBax maccoBon MHPOPMALUKM, OPUEHTUPOBAHHbBIX Ha NeAarorMyeckyto obLecTBeHHOCTb,
pekomeHAyeTcA B Te4YeHWe KafeHAdapHoro roga peryaapHo nybaukosatb MHOOPMALMOHHbIE
mMmaTepuanbl, NOCBAWEHHble OTAeNbHbIM  acnekTam  WHPOpmauMOHHOW  6e30MmacHOCTM  Kak
HecoBeplUEeHHONETHUX, Tak U 06Lleobpa3oBaTenbHbIX OpPraHM3aUmii, a TaKXKe pas/MyHble MNaMATKM,
0630pbl HOPMaTUBHO-MPaABOBOr0 PeryanpoBaHnAa AaHHOM cdepbl U MHPOPMALMIO O aKTyaNnbHbIX
MeponpPUATUAX U cOBbITUAX B AaHHOW chepe.

B xoge npoBegeHua EauMHOro ypoka no 6esonacHocTM B cetn "MHTepHeT" pekomeHayeTcs
obecneynTb BbINYCK TEMATUYECKOrO BbIMyCKa CpeacTBa MaccoBon WHbopmauum nmbo cepun
nyb6avKkaumii, cpean KOTOPbIX PacCMOTPETb OPraHM30BaHHblE MeponpuUATUA A1A 0by4yalowmxca, ux
poauTeneli (3aKoHHbIX NpeacTaBUTeNelt) U neaarorMyeckor obw,ecTBeHHOCTH.

OdunuymanbHblie MHTEpHeET-pecypcbl

ObuweobpasoBaTenbHbIM OpraHM3aUMAM PEKOMeHAyeTCA Ha cBoux oduumanbcHbix WHTEpHeT-
pecypcax obecrneunTb ¢GYHKLMOHMPOBAHME CaMOCTOATENIbHOTO W CMeuvanmM3MpoBaHHOrO pasaena
"MHpopmaumoHHas 6e3onacHocTb", B pamKax KOTOPOro npeaycMOTPETb pPasMeLLeHWe cheayloLiei
nHpopmaymm:

N Pasgen/nogpasgen | ®opmaT npeacraBneHus CopepkaHue maTepuanos
maTepuanos
1. |/loKanbHble Konuu JOKYMeHTOB B PasmelatoTca KONMM JOKYMEHTOB, T.€.
HOPMaTMBHbIE aKTbl B | popmaTe *PDF CKAHWPOBAHHbIN BapMaHT AOKYMEHTA,
chepe obecneyeHus COOTBETCTBYIOLWMI TpeboBaHMAM K
MHPOPMALNOHHOWN napameTpam CKaHUPOBaHMUS.
6e3onacHoCTM PasmeLLatoTca JOKYMEHTHI,
obyyatomxca pernameHTUPYIOLLME OPraHN3aLMIO U
paboTy C NepCcoHaNbHbIMWU AaHHbIMMU,
NAaHbl MeponpuATMIA No obecneyeHmto
MHbOpPMaUNOHHOM besonacHoCTH




obyuatowmxca u gpyrve.

2. |HopmatusHOe Konun OoKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
peryinposaHue ¢dopmate *PDF desepanbHbIX U PErMoHaNbHbIX 3aKOHAX,
NMCbMax OpraHoOB BNAacTU U Apyrue
HOPMaTMBHO-NPABOBble AOKYMEHTbI,
pernameHTUpyoLwme obecneyeHune
MHbOPMALMOHHOM 6e3onacHOCTH
HecoBeplleHHoNeTHMX. JonyckaeTcA
BMECTO KOMNWUI pa3meLL,aTb rMnepccblikn
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
caliTax OpraHoB rocyapcTBEHHOW BAaCTU.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOoKymeHTOB B pekomeHOauMn 1 yKasblBaeTca
¢dopmate *PDF MHbOPMALUNA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPamMoTHOCTM Neaarormyeckmnx
paboTHUKOB.

4. |Obyvatowmmcs TeKcT Ha CcTpaHuue caliTa | Pazmellaetca MHPOPMALMOHHAA NaMATKa
(npunoxkenune N 2) n ykasbiBaeTcs
MHPOPMALMA O MEPONPUATUAX, NPOEKTAX
W NpOrpamMmmax, Hanpas/eHHbIX HA
nosblweHne MHGOPMaLMOHHOM
rPamoTHOCTM 0ByYatoLmMXCs.

5. |Pogutensam TeKcT Ha cTpaHuLe caiiTa | Pasmelnaetcs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunosxkeHune N 3).
npeacTaBUTeNAM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHMLe caliTa | Pasmewaetca nHpopmauma o

cauTbl pPeKOMeHAyeMbIX K UCMO/Ib30BaHUIO B
y4yebHom npouecce 6e3onacHbIX caliTax,
6aHHepbl 6@30MacHbIX AETCKUX CaliToB.

OpraHam, OCyWecCTBAAWMM ynpaBneHve B cdepe o06pasoBaHMsA, PEKOMEHAYETCS Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecrneuntb  GYHKUMOHMPOBAHME  CAMOCTOATENLHOTO MU
CneunannsnpoBaHHoro pasgena "MHPopmaumoHHas  Hes3onacHocTb", B  pamMKax KoOTOporo
npesycmoTpeTb pasmelleHne ceaytouein MHGopMaLmm:

Mpunoxenne N 1

NAMATKA
[N1A OBYYAIOLLIMXCA OB UHPOPMALIMOHHOM BE3OMACHOCTU AETEM

HENb3A



1. Bcem nogpag coobuwatb CBOK YacTHyO MHoOpmaumto (Hactoswme ums, pamunuto, TenedoH,
agpec, HoOMep LWKObI, a TakXe doTorpadun ceou, CBoen ceMbm n Apy3eit);

2. OTKpbIBaTb B/IOXKEHHbIE $aiibl 3/1EKTPOHHOM NOYTbI, KOTAA He 3HAellb OTNPaBUTeNs;
3. [pybuTb, NPUAMPATLCSA, OKA3bIBaTb AaBJeHME - BECTU ceba HEBEXKINBO U arpecCUMBHO;

4. He pacnopskaica aeHbramu TBoel ceMbW 6e3 paspelleHua cTapliux - Bcerga cnpawmsai
poautenen;

5. He BcTpeyaiica ¢ MHTepHET-3HaKOMbIMW B PEANbHOM XWM3HM - MOCOBETYNCA CO B3POC/bIM,
KOTOpomy floBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpasay B NHTepHeTe - coobuwm 06 sTom cBOMM
poAUTENAM UM ONEKYHAM;

2. MpurnaluaoT NepenmcbIBaThCa, UrpaTh, 06BMEHMBATLCA - TPOBEPb, HET /1M NOABOXA;
3. He3aKkoHHOe KonvpoBaHue ¢alinoe B UHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBali B3poc/ibiM 0 Npobaemax B CETU - OHM BCeraa NomoryT;

5. Mcnonb3yn HacTpoMKM 6e30MacHOCTM U MPUBATHOCTU, YTODObI HE MOTEPATb CBOM aKKayHTbl B
couceTAX U APYrnx nopTanax.

MOXHO
1. YBaxal Apyrux nosnb3osaTteneu;
2. Monb3yewbcs MHTEPHET-UCTOYHUKOM - AE€Nal CCbINKY Ha Hero;
3. OTKpbIBal TO/IbKO Te CCbIIKK, B KOTOPbIX YBEPEH;

4, O6waTbcs 3a MOMOLLbLIO B3POC/bIM - POAMTENN, OMEKYHbl U aAMUHUCTPALMA CalToB BCeraa
MOMOryT;

5. Mpoingm obyyeHune Ha canTte "CeTeBUYOK" M NOMYYM NAcNopT LMPOBOTo rpakaaHnHal

MpunorkeHue N 2

NHOOPMALIMOHHAA NAMATKA
ONA OBYHAIOWNXCA ANA PASMELLEHNA
HA O®PULIMANTbHBIX UHTEPHET-PECYPCAX

C KaxkgblMm rogom mosioaexkun B MHTEPHETE CTAHOBUTbLCA 60ﬂbLUE, d WKOJIbHUKMN OOHU N3 CaMbliX
aKTUBHbIX MO/Ib30BaTENEN PYHETa. ME)‘K,CI,Y TeéM, NOMMMO OrFpoMHOIo Kojaun4yecrtea BOBMO)‘KHOCTEVI,
UHTEPHET HECET U ﬂp06ﬂeMbI. OTa namATKa A0NXKHA NOMOYb Tebe 6besonacHo HaXo4uTbCA B CETU.

KomnbloTepHble BUPYCbI



KomnbloTEPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrPamMm, OTAMYUTENbHOW
0COB6EHHOCTbIO KOTOPOM ABNAETCA CNOCOBHOCTb K PAa3MHOMEHMIO. B ONOAHEHME K 3TOMY, BUPYCbl MOTYT
noBpeauTb UAN MONHOCTbIO YHUUTOMXUTb BCe dainbl U AaHHble, NOAKOHTPOJ/IbHbIE MO/b30BaTENIO, OT
MMEHM KoToporo Bbina 3anyLieHa 3apa*keHHasa Nporpamma, a TakxKe NnoBpeauTb UK faxKe YHUYTOXKUTb
ONepaunoHHYIO cucTemy co Bcemu ¢dannamm B Lenom. B 60NbLIMHCTBE Cly4YaeB pacnpocTpaHAoTCA
BMPYCbl Yepes UHTEepPHeET.

MeTozbl 3aLMTbl OT BPEAOHOCHbIX MPOrpamm:

1. MCI'IOIIb3yﬁ coBpemMeHHble onepaunoOHHbIE CUCTEMbI, UMeLWNne Cepbe3HbIl\;1 YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPOrpamm;,;

2. MNoctosHHO ycTaHaBAMBal naytM  (umMdpoBble 3annaTkM, KOTOpble ABTOMATUYECKMU
YCTaHaBNMBAKOTCA C Lenblo AopaboTKM nporpammsl) U Apyrne ob6HOBAEHMA CBOEW onepaLyOHHOMN
cuctembl. CKaumBail MX TOAbKO € oduuManbHOro cakta paspabotumka OC. Ecam cyuiecTByeT perkum
aBTOMaTMYeCKOro 06HOBNEHMS, BKIIOYM €FO;

3. PaboTai Ha cBOEeM KomMbloTepe nog npaBamMu NMob30BaTe/IA, @ He agMUHUCTPATOpPa. ITO He
No3BOAUT OO/bLINHCTBY BPEAOHOCHbLIX MNPOrpaMm MHCTANIMPOBATbCA Ha TBOEM MepCoHasIbHOM
KOMMblOTEpE;

4. WNcnonb3y aHTMBUPYCHble MPOrpaMMHble MPOAYKTbl M3BECTHbIX Mpou3BoauTenein, C
aBTOMaTU4YeCKUmM obHoBNEeHMEM 6a3;

5. OrpaHuyb GU3MYECKUIA JOCTYN K KOMMNbIOTEPY A7 NOCTOPOHHUX NNLL;

6. Ucnonb3yih BHelWHWe HocuTenn WMHbOPMaUUKM, TakMe KaK oaewka, AUCK uam dann us
WHTEPHETa, TO/IbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbiBail KomnbloTepHble ¢annbl, NONYYEHHbIE M3 HEHaLeXHbIX UCTOYHMKOB. [axe Te
daiinbl, KOTopble NPUCAN TBON 3HAKOMbIN. JTyuLie yTOYHW y HEero, OTNPaBAAA N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepefayn AaHHbIX, HE TEXHONOIUSA, @ BCEro Nulb bpeHa, mapKa. Ewe B 1991
rogy HugepnaHAckaa KomnaHua 3apeructpuposana 6perHg "WECA", yto o603Ha4yano cnosocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanNTCA Kak "becnpoBogHan TOYHOCTL".

[o Hawero BpemeHu aowna gpyras abbpesnaTypa, KOTopan ABAAETCA TAKOM e TexHonornen. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJI0 4aHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTL".

[da, 6becnnaTHbIi WHTEpPHeT-ZOoCTyn B Kade, OTensx M asponopTax ABAAETCA OT/IUYHOM
BO3MOKHOCTbIO BbIX0Za B MHTEPHET. HO MHOIMe 3KCnepTbl cumTaloT, YTo obwenoctynHole Wi-Fi ceTu He
ABNAOTCA 6€30NacHbIMMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHblx ceTax Wi-fi:

1. He nepepaBali cBotO IMUHYIO MHbOpMaLMIO Yepes obuweaoctynHblie Wi-Fi cetn. PaboTtasn B Hux,
YKenatenbHO He BBOAUTb MApPOnN AOCTYNA, NOTMHbI U KaKne-To HOMepa;

2. WUcnonb3yir M O06HOBAAIK aHTUBUPYCHble Mporpammbl M bOpaHamayep. Tem cambiM Tbl
obe3onacuib ceba OT 3aKaukM BUpYCa Ha TBOE YCTPOICTBO;

3. MNpun uncnonbzosaHum Wi-Fi oTknaoum dyHKrumio "O6wmn goctyn K daitnam u npuHTepam'.
[aHHas ¢yHKUMA 3aKpbiTa NO YMONYAHMIO, OLHAKO HEKOTOpble MOJ/Ib30BaTeNN aKTUBMPYIOT ee AnA



yao6cTBa Mcnosb3oBaHUA B pabote nnum yyebe;

4. He ncnonb3yint nyb6anynbin WI-FI ans nepenayn NMYHbIX AaHHbIX, Hanpumep A4Na Bbixoda B
coumanbHble CETU UIN B SNEKTPOHHYIO NOYTY;

5. Mcnonb3yi ToNbKO 3alumileHHoe coegmHeHne yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
aapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢dyHKuuto "MoakntoueHne K Wi-Fi aBTomaTuueckun". He
[AOMyCKall aBTOMaTMYeCKOro NoAKAYEHMA YCTPOICTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoupanbHble CETU aKTUBHO BXOAAT B Hally XM3Hb, MHOrMe AoAM paboTaloT M XKUBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3apernctpupoBaH MUAINAPA YE/I0BEK, YTO ABAAETCA OAHOM CeibMOM BCeX
utenen nnaHetbl. MHOrMe nosb3oBaTeNIM He MOHMMAIOT, YTO MHOPMAUUA, Pa3sMELLEHHAs UMK B
COUMANbHbIX CETAX, MOXET ObITb HalileHa M UCMO/Ib30BaHa KEM YrogHO, B TOM YMC/ie He 0653aTeNbHO C
61arMMmn HamepeHUAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUMaNbHbIX CETAX:

1. OrpaHuyb cnucok apysei. Y T1eba B Apy3bAX HE AOJ/IKHO ObiTb CAyYaMHbIX U HE3HAKOMbIX
nwopein;

2. 3awmuiai cBOM YaCTHYIO KM3Hb. He yKasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  OPYrY0 JIMYHYIO MHOOPMALMIO. 310YMbIWNEHHUKM MOTYT WCNO/Ab30BaTb AaKe
MHOOPMALMIO O TOM, KaK Tbl ¥ TBOW POAUTENN NAAHUPYETEe NPOBECTU KaHUKYbI;

3. 3awmuan ceoto penyTaumio - 4epXu ee B YUCTOTe M 3agaBait cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyrue nonb3oBaTeNnM BUAENW, YTO Tbl 3arpyaewb? lMogymai, npexkae 4em 4YTO-TO Onyb6AMKOBaTb,
HanucaTb U 3arpy3uTb;

4. Echm Tbl TOBOPULWb C JIIOAbMM, KOTOPbIX HE 3Haellb, He WCMOAb3yl CBOe peasbHOE MMA U
APYryIo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Usberain pasmeweHusa d¢oTorpaduit B MHTepHeTe, rae Tbl M306pakeH Ha MECTHOCTW, Mo
KOTOPOI MOYHO ONpPeaennTb TBOE MECTOMO/IOKEHUE;

6. Mpwn peructpaumn B cou,maanoﬁ cetn HEO6XOAMMO MCNONb30BaTb C/IOXKHbIE NapPoOn,
cocroAawmne n3 6YKB n Ll,Md)p M C KOQIMYEeCTBOM 3HAKOB He meHee §;

7. Ona COLI,VIGI'IbHOﬁ CeTh, NoYTbl U APYyrnx canTos HEO6XOAMMO MCNoNb30BaTb pPa3Hble Naposn.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHUKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.
DNEeKTPOHHbIE AEHbIN

3ﬂeKTpOHHbIe AeHbIn - 3TO O4YeHb yA06HbIﬁ cnocob nnaTexen, OAHAaKO CyWwecTBYHOT MOLWWEHHUNKN,
KOTOpble XOTAT NONYYNTb 3TN AEHbIN.

3ﬂeKTpOHHbIe AeHbrn noAasuInNCb cosecem HeaAaBHO U MMEHHO MWM3-3a 3TONO0O BO MHOTUX
rocygapcraeax 40 CUX NOP He NPOMNMCaHO NPO HNUX B 3aKOHaX.

B Poccum e OHUM OYHKUMOHMPYIOT M O HUX Y)Ke MPOMWCAHO B 3aKOHE, rae WX pasgensloT Ha
HECKOJIbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIe. PasHWULA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca MpoBOAUTbL onepauun 6e3 uaeHTMOMKauMM Nosb3oBaTens, a B HEAHOHMMHbIX



naeHTMGMKaumnA nosib3oBaTena aBaseTca 0ba3aTeIbHOMN.

TaKkKe cnefyeT pas3nnyaTb 3/1EKTPOHHbIE pUaTHbIE AeHbIN (PaBHbI FOCYAAPCTBEHHbIM BaloTam) U
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BasllOTam).

OcHOBHble coBeTbl N0 6e3onacHo paboTe € 3INEKTPOHHbIMM AEHbraMu:

1. MpuBAXKM K c4eTYy MOBUNbHbBIN TenedoH. ITo cambliit YA06HbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTL
J0CTyn K cyety. MpuBA3aHHbLIA TenedoH NMOMONKET, eciv 3abygelb CBOM MAATEXKHbIM Naposb MK
3aMelb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocne nepexosa Ha yCUIEeHHYIO aBTopu3aunto Tebe yxKe He
6yAeT yrpoXKaTb ONAaCHOCTb KPaXkn MKW NepexsaTa NaaTeXKHoro napons;

3. Bbibepw CnoXHbIM naposb. [MpecTynHMkam OyaeT He NpocTo yragaTb CAOXHbIA MNaposib.
HazexHble Naponu - 3To Napo/in, KOTopble CoAepKaT He MmeHee 8 3HAKOB M BKKOYAIOT B ce6A CTPOYHbIe
M nponucHble 6yKBbl, UMPPbl M HECKOJSIbKO CMMBOJIOB, TaKMe KakK 3Hak pgonnapa, ¢yHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAM CBOW /INYHbIE AaHHbIE Ha CaitTax, KOTOPbIM He A0BepseLlb.
dNeKTpPOHHaA nouTa

DNEeKTPOHHAA MoyTa - 3TO TEXHO/IOTMA W NpPedoCTaBAfEMble €l YCAYrM Mo MNepecbiike U
NOJIYYEHUIO 3/NIEKTPOHHbIX COOBLLEHUI, KOTOpble pacnpesenatoTca B KomnbtoTepHoi ceTn. O6bluHO
3/1EKTPOHHbIV MOYTOBLIN AWMK BLIFNAAMT cneaylowmm obpasom: MMA_Noab30BaATENA@UMA_LOMEHaA.
TaKKe Kpome nepeaayn NPOCTOro TeKCTa, UMEeTCA BO3MOXKHOCTbL NepeaasaTtb daiinb.

OcHoBHble coBeTbl N0 6e30nacHoin paboTe € 3N1eKTPOHHOI NOYTON:

1. Hapo BbibpaTb NpaBWAbHbIA MNOYTOBbLIN CepBUC. B MHTEpHeTe ecTb OFpOMHbIM BblIGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO Nlyylle A0BEPATb TEM, KOO 3Haelb U KTO NEPBbIN B PEUTUHTE;

2. He ykasbiBaii B J/IMYHOM MNoYTE AUYHYIO WHPopmaumio. Hanpumep, Anydwe BbIGpaTb
"My3blKanbHbIM_paHaT@" nnu "pok2013" smecto "temall";

3. Ucnonb3yih AByxaTanHylo aBTOpM3auuio. 3TO KOrga MOMMMO Mapofif HYKHO BBOAMUTL Ko,
npucbliaemblin no SMS;

4. Bblbepn CNOXHbIN Naponb. [NA Kax4oro noytoBOro filMKa AO0/KeH ObiTb CBOM HageXKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;

6. Vicnonb3yli HECKO/IbKO MOYTOBbIX ALWMKOB. MMepBblit AN YacTHOM Mepennckn C agpecatamm,
KOTOpPbIM Tbl AOBepsiellb. ITO 3/EKTPOHHbIA afpec He HaZo WMCNoJib30BaTb MPWU PerucTpauumn Ha
dopymax u caiTax;

7. He oTKpbIBait painibl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CAN OHM MPULLAKN OT TBOUX ApPY3ei.
Jlyylie yTOUYHM y HUX, OTNPABAAAN N OHW Tebe 3Tn daiinbl;

8. Mocne oKoH4YaHWA pPaboTbl Ha MOYTOBOM CeEpBMUCE Mepes 3aKPbITUEM BKA3AKM C CalUTOM He
3abyab HaxaTb Ha "BbinTun".

KnbepbynnuHr unu BupTyanbHoe M3aeBatesibCTBo



KnbepbynnuHr - npecnegoBaHMe COOOLEHUAMM, COAEPMKAWMMM OcKopbsieHus, arpeccuto,
3anyrmBaHue; XyJIMraHcTBO; colmanbHoe HOMKOTMPOBAHME C MOMOLLIO PA3/IMYHbIX MUHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 Hopbbe ¢ KnbepbynanHrom:

1. He 6pocaiica B 6014. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebsa BECTU U, ECIN HET TOTO, K KOMY
MOXHO 00paTUTbCA, TO BHa4yane YCNOKOUTbCA. Ecan Tbl HayHewb OTBEYaTb OCKOPOAEHMAMM Ha
OCKOpPHNEHMA, TO TONBKO elle 6o/blle Pa3oXKKellb KOHGANKT;

2. YnpaBsnsan ceoen Knbeppenyraumnemn;

3. AHOHUMHOCTb B CETU MHWUMAA. CYLLI,ECTByPOT cnocob6bl BbIACHUTb, KTO CTOUT 3a aHOHWMMHbIM
dKKayHTOM;

4. He cTOMT BECTM XYyAUTAHCKUIA 06pas BUPTYyanbHOW KU3HWU. NHTepHeT duKcupyeT BCce TBOM
OENCTBUA N COXPaHAET UX. YAanuTb ux byaeT KpaliHe 3aTpyLHUTENbHO;

5. Cobntogaii cBOK BUPTYasIbHYIO YECTb CMOJIOAY;

6. WrHopupyi eauHWuHbIM HeraTuB. OpHOpasoBble OCKOPOUTE/NbHble COObBLWEHMA Jfyylle
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HayaibHOM CTaauu;

7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLIEHUAMMU, B COLMANbHBIX CETAX
€CTb BO3MOHOCTb 6/10KMPOBKM OTMNPABKMU COOBLLLEHWUI C ONpeaeseHHbIX aapecos;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb MPOTUB npecieaoBaTens,
MoKasaTb emy, YTO ero AeWCTBUA OLEHWMBAIOTCA HEeraTMBHO, MOAAEPIKaTb KEPTBY, KOTOPOM Hy}KHa
MCMX0/I0rMUYeCcKan NOMOLLLb, COOBLUUTL B3POC/IbIM O BpaKTe arpeccMBHOro NoBeAeHNs B CETH.

Mo6unbHbIii TenedoH

CoBpemeHHble cMapTOHblI M MAaHWeETbl cogep:kaT B cebe BMOAHE B3poCablidi GYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBAaTb CO CTALMOHAPHbIMW KoMnbloTepamu. O4HAKo, CPeACTB 3aLluThl A5
NoA06HbIX YCTPOWMCTB NOKA O4YeHb Mano. TecTMpoBaHME U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMT He TaK
MHTEHCUBHO, KaK ana MK, To }Ke camoe KacaeTca U MOBUIbHBIX NPUNONKEHWNN.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yKe NPaKTUYECKU AOTHAAN HACTO/IbHble aHaNorM, 04HAKo
pacwmpeHune GpyHKLMOHaNa BeYeT 3a OO0 6O/bLLYIO CNOXKHOCTb M MEHbLLYIO 3aLLMLLEHHOCTD.

Daneko He Bce npounssoguTennn BblMYyCKAkOT O6HOBJ'IeHWr'I, 3aKpbiBalowmne KpUtndeckumne
YA3BUMOCTU 1A CBOUX YCTDOVICTB.

OcHOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO TenecbOHa:

Huyero He ABnAeTcA NO-HacToALLemy 6ecnnaTHbIM. byab ocCTOpoOXeH, Begb Koraa Tebe
npegnaratoTt 6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To Na1aTHblIE YCAYTH;

Odymaii, npexage yem oTtnpaButb SMS, ¢oTto uan Buaeo. Tbl TOYHO 3HaelWb, rae oHW 6yayT B
KOHeYyHoOM utore?

Heob6xoanmo 06HOBATL ONEPALMOHHYIO CUCTEMY TBOETro CMapTdOHa;
Mcnonb3ayit aHTUBMPYCHbIE NPOrpaMmmbl g5 MOBUAbHbLIX TenedoHOB;

He 3arpy>Kal71 npunnoxXeHma OT HeunsBeCTHOro MWUCTOYHWUKa, BeAb OHWU MOTYT COAepKaTb
BpeaoOHOCHOE nporpammHoe o6ecnequme;



Mocne Toro Kak Tbl BblliZelWb C caliTa, rae BBOAWA ANYHYIO MHPOPMALMIO, 3aiaN B HACTPOMKK
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepAail, Kakue NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDPE;

[asali cBon HOMep MObuAbHOro TenedoHa TONbKO JIOAAM, KOTOPbIX Tbl 3HAeWb M KOmy
AoBepAeLlb;

Bluetooth pon)keH ObiTb BbIKAOYEH, KOrgaa Tbl MM He nonb3yewbca. He 3abbiBalh MHoOraa
npoBepATb 3T0.

Online urpobl

CoBpemMeHHble OHJIaliH-UTPbl - 3TO KpPacouHble, 3axBaTbiBalollMe pa3B/evyeHun, obbeauHaAoLLne
COTHMU TbICAY YeNOBEK NO BCeMy MUPY. VIrPoKM UcCNeayioT AaHHbIN UM MUp, 06LAOTCA APYr C APYroMm,
BbINOJIHAIOT 33JaHWA, CPaXKalTCA C MOHCTPaMM M MOJYYaAloT ONbIT. 3a YA0BOJLCTBME OHM MAATAT:
NOKyMatT ANCK, ONNa4YMBaloT aboOHEMEHT UK NPUOBPETAIOT KaKne-To Onuuu.

Bce 3TV cpeAcTBa MAYT Ha MoOAJepyKaHue U pasBuUTUE Urpbl, a TakKe Ha camy 6e30nacHOCTb:
COBEPLIEHCTBYIOTCA CUCTEMbI aBTOPM3aLMKM, BbIMYCKalOTCA HOBble natuM (undposble 3aniatkn a0
nporpamm), 3aKpbIBalOTCA YA3BMMOCTU CEPBEPOB.

B I'IOLI,O6HbIX nrpax CTouUT onacaTtbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwun TBOEro
naponaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOpPU3aLLMn 60NbWNHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrpoOBOro akKKayHTa:

1. Ecan apyroit urpok BegeT cebs naoxo uam cosgaet Tebe HeNpUATHOCTM, 3abBNOKMPYIN ero B
CMUCKE UTPOKOB;

2. MNokanyica agMUHWUCTPATOPaM Wrpbl Ha MJIOXO€ MOBEAEHUE 3TOT0 WrPOKa, KenaTesbHO
NPUNOXKNUTL KaKMe-TO f0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasbIBai ANYHYLO MHPOPMaLMio B npodaiiie urpbl;
4. YBaxall Apyrux y4aCTHMKOB MO UTpPE;

5. He ycTaHaBamBal HeoduumanibHble NaTyM U MOAbI;

6. Micnonb3yi cnoKHble U pasHble Napoau;

7. Oaxe BoO BpemAa uUrpbl HE CTOUT OTKAKOYATb aHTUBUPYC. Moka Tbl urpaewo, TBOWM KOMNbIOTEP
MOTyYT 3apa3unTb.

OUWKHT uan KpaXa JINYHbIX AdHHbIX

Ob6bluHOM Kpakel feHer U AOKYMEHTOB CErofiHA YXe HMKOro He yAuBULIb, HO C Pa3BUTUEM
WUHTEPHET-TEXHO/IOTUIA 3/10YMbILLUNEHHUKN NEPEMECTUANUCL B WHTEPHET, M MPOAO/IKAOT 3aHMMAaTbCA
"nobumbim" genom.

TaK nosBWIaCb HOBAA yrpo3a: MHTEPHET-MOLIEHHMYECTBA UAN QULLMHT, FNaBHAA Lefb KOTOpPOoro
COCTOMT B MOJIyYEHUU KOHPUAEHLMANbHbIX AaHHbIX MO/Jb30BaTeNel - NOTMHOB M naponei. Ha
aHrnMcKkom asbike phishing untaetca Kak ¢puwumHr (ot fishing - pbibHasa nosaa, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ dUWnHrom:

1. Cnean 3a cBoMM akKkayHTOM. Ecam Tbl mogo3peBaellb, YTO TBOSA aHKeTa bblia B3/somaHa, TO



HeobxoAnMo 3a6/10KMPOBaTL ee U COOBLWNTL aAMUHMUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;
2. Vicnonb3yii besonacHble Beb-caliTbl, B TOM YMCIE, MHTEPHET-MArasmHoB M MOMCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naponau. Takum obpasom, ecan Teba B3AOMaKOT, TO
3/10YMbILWAEHHMKM NOJIy4YaT AOCTYMN TO/IbKO K 0A4HOMY TBOEMY NPOdU/IIO B CETU, @ HE KO BCEM;

4. Echmn Tebs B3/10Mazin, TO HEO6XOAMMO npegynpeaontb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
,D,O6aB!'IEHbI Yy Tebs B Apy3bAXx, O TOM, 4YTO Tebs B31OManu N, BO3MOXXHO, OT TBOENTO MMEHU 6y,u,eT
paccbiziaTbCA CNam U CCbIIKU Ha d)MLLIMHI'OBbIe CaVITbI;

5. YctaHoBM HageKHbiM naposb (PIN) Ha MobUnbHLIN Tenedon;
6. OTK/IOYM coXpaHeHWe Napona B bpaysepe;

7. He oTKkpblBait daiinbl u gpyrve BNOXKEHUA B MUCbMaX, 4AXKe eC/IM OHW NPULLAK OT TBOMX APY3EN.
Jlydwe yTOUYHW Yy HUX, OTNPABAAAN NN OHY Tebe 3Tu dalinbl.

LUudposana penyrauus

Undposana penytauma - 3TO HeratMBHaa MAM NO3UTMBHaA MHopmauua B ceTm o Tebe.
KomnpomeTupytowana uHOOpMaumMa, pasmelleHHas B MHTEpPHETe, MOMXET Cepbe3HbiM 06pasom
OTpa3suUTbC Ha TBOEW peanbHOW Xu3HW. "Uudposas penyTtauma" - 3To TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOEe MeCTO XWUTenbCTBa, yLIE6bI, TBOE d)MHaHCOBOE nonoxeHwume, ocobeHHOCTH XapaKTtepa "
pacckasbl O 61M3KMX - BCE 3TO HAKAN/IMBAETCA B CETU.

MHorne nOAPOCTKM NErKOMbBICIEHHO OTHOCATCA K nybauKauuu AuyHo uHPopmauum B
WHTepHeTe, He MOHMMAs BO3MOMKHbIX NMOCNEACTBUN. Tbl JarKe He CMOMKelb A0rafatbCa O TOM, YTO
doTorpadus, pasmeLyeHHan 5 neT Hasag, CTana NPUYNHOM OTKa3a NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduini U apyrme AeNCTBUA MOTYT HE UCYE3HYTb AaxKe
nocae TOro, Kak Tbl UX yAanuwb. Tbl He 3Haellb, KTO COXPaHWA 3Ty MHPOPMaLMio, Nnonana An oHa B
NMOWCKOBbIE CUCTEMBI M COXPaHWNACb NN OHA, a FNaBHOE: YTO NOAYMaloT O Tebe OKpyKatlolme Nau,
KOTopble HakayT 1 yBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO /IET CYCTA CMOXKET Nt060W - KaK U3 fob6pbIX
nobyXaeHui, Tak U C HAMEPEHMEM MPUYMHUTL Bped. ITO MOKET BbITb KTO YroAHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOIM penyTaLuu:

1. Noaymaii, npexkae yem 4Yto-To Ny6/MKOBATL M NepeaaBaTb y cebsa B 610re nam B coumanbHom
ceTu;

2. B HacTpoliKax npoduna ycTaHOBM OrpPaHUYEHUs Ha MNPOCMOTP TBOEro npoduna u ero
CoAepXKMMOro, caenan ero Tonbko "ana apysen”;

3. He pasmewiat U He ykasbiBah MHOOPMaLMIO, KOTOPAsA MOXET KOro-nmbo ockopbaaTb mau
obuKaTb.

ABTOpCKOE npaso

COBpEMEHHbIe WKOJIbHUKWN - aKTUBHbIE NOJ/1b30BaTENIN LI,VI(I)pOBOI'O NPOCTPaHCTBA. OpaHako ganeko
He BCE€ 3HaloT, YTO NO/ZIb30OBAHNE MHOTMMUN BO3MOXHOCTAMMU Ll,Md)pOBOI'O Mmupa Tpe6yeT CO6J'HO,CI,€HVIFI
npaB Ha UHTENNNIEKTYA/IbHYHO COBCTBEHHOCTb.

TepMMH III/IHTE.I'II'IeKTyaJ'IbHaFi COBCTBEHHOCTL" OTHOCUTCA K Pa3/IM4HbIM TBOPEHUAM YenoBe4yeCKoro



YMa, HaYMHasA C HOBbIX M306peTeHUI 1 3HaKoB, 0603HAYatOLWNX COBCTBEHHOCTb Ha NPOAYKTbI U yCAyTK, U
3aKaH4YMBaA KHUramm, potorpadpuamm, KWUHOPUABMAMM U My3blKasIbHbIMW MPOU3BELEHUAMMU.

ABTOpPCKME MnpaBa - 3TO NpaBa Ha MHTENNEKTyaNbHYl0 COOCTBEHHOCTb Ha MPOU3BEAEHUA HayKW,
AntepaTypbl M MUCKycCTBa. ABTOPCKME MNpaBa BbICTYMAlOT B KayecTBe rapaHTUM TOro, 4To
WHTENIEKTYa IbHbIN/TBOPYECKMIA TPy4 aBTopa He OyaerT HampacHbiM, AacT emy Cchnpasen/ivsble
BO3MOXHOCTW 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoJlyYnTb M3BECTHOCTb U Npu3HaHue. Hukto
6e3 paspelleHMAa aBTOpPa He MOXKET BOCMPOM3BOAUTb €r0 NPOU3BeAEHME, PACNpPOCTPaHATb, NybaAnYHO
OEeMOHCTpUpoBaTb, NpoAaBaTb, WMMMNOPTUPOBATb, MyCKaTb B MPOKAT, Nyb6/JIMYHO WCNONHATS,
NoKa3blBaTb/MCNONHATbL B 3pUpe unn pasmewaTb B MHTepHeTe.

Ucnonb3oBaHue “I'lMpaTCKOI'O" nporpammHoro obecneyeHns MoXKeT npneectn K MHOTMM PUCKaM!
OT NOoTeEPU QAOdaHHbLIX K TBOMM aKKayHTam 40 6ﬂ0KMpOBKM TBOEro YCTpOVICTBa, roe ycCraHOB/EHA
HenerasibHaAa nporpamma. He cTtouT Takxe 336bIBaTb, YTO CywWwecCTBYHOT /erajibHble U becnnaTHble
nporpammsbl, KOTOpPblieé MOXXHO HalTW B CETU.

O noprane

CeTeBMYOK.pd - TBOM [/1aBHbIN COBETYMK B CETU. 3€Chb Thbl MOXELLb Y3HaTb 0 6€@30MacHOCTU B CETU
MOHATHBIM M AOCTYMHbIM A3bIKOM, @ MPU BO3HUKHOBEHWM KPUTUYECKOM cuTyauum obpatuTbca 3a
COBETOM. A TaK»Ke MPUHATb Y4acTME B KOHKYpPCax U CTaTb CambiM LMPPOBbLIM rpakgaHMHom!

MpunorkeHune N 3
NAMATKA oNA POAUTENENA O UHGOPMALIMOHHOW BE3ONACHOCTU AETEN

OnpeaeneHune TepmmHa "nMHPopmaumoHHan 6esonacHocTb aeTteil" copepKutca B PesepanbHom
3akoHe N 436-d3 "O 3awuTe geTtelt oT MHPOPMaLMUKN, NPUYNHAIOLWEN Bpea UX 340P0BbI0 U pPasBUTUIO",
PeryMpyloLmMm OTHOLIEHMSA, CBA3AHHbIE C 3alMTON AeTeil oT MHGOopMaUMK, NPUUMHAIOLLEN Bpes, UX
3/10p0OBbi0 M (MK) pasBuTUIO. CornacHo AaHHOMY 3aKOHY "MHbOpMaLMOHHaa 6esonacHocTb aeten" -
3TO COCTOSIHME 3alUMLLEHHOCTU, MNPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIA C NPUYMHEHMEM
MHbOpPMauMeit Bpeaa Ux 340P0Bb0 U (M) PU3nYEcKomy, NCUXUUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pa3BuUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-D3 nHbopmaumeint, NpuUnHAIOLWEN Bpes 340Pp0Bbio U (1K)
PasBUTUIO JeTei, ABNSAETCA:

1. nHdopmaums, 3anpeLeHHasn A8 PacnpoCTPaHeHUs cpean aeTen;

2. uvHbOpmauMsA, pacnpoCTpaHeHWe KOTOPOW OrpaHMYeHO cpeau AeTeid onpeaesneHHbIX
BO3PaCTHbIX KaTeropui.

3. K nHbopmaumm, 3anpeLeHHon 4na pacnpocTpaHeHna cpeam geTei, OTHOCUTCA:

4. nudopmauus, nobyxKaaowan geTtelt K COBepLUEHUIo AeNCTBUIM, NPencTaBAftoWmX Yrpo3y KX
KU3HU U (MNK) 380POBBIO, B T.4. MPUYNHEHWIO Bpeaa CBOEMY 340POBbLO, CAMOybuiicTBY;

5. cnocobHOoCTb BbI3BaTb Y AeTel XenaHue ynoTpebutb HapKOTMYECKNE CPeACTBa, MCMXOTPOMHbIe
n (Man) oaypmaHuBalolmMe BellecTBa, TabauyHble W3AEANA, ANKOTONbHYIO M CNMPTOCOAEPIKallyto
NPOAYKUMIO, MUBO U HaMMUTKWU, U3rOTaB/MBAEMbIe Ha €ro OCHOBE; NPUHATb yYyacTue B a3apTHbIX MUrpax,
3aHMMaTbCA NPOCTUTYUMEN, BPOAAKHNYECTBOM AN NOMNPOLIANHNYECTBOM;
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6. 060CHOBbIBaOWAA UM ONpaBAbIBalOWAA AOMNYCTUMOCTb HacUAMA U (MIK) KecTOKOCTU Nnbo
nobyxaatoLLan ocyLecTBAATb HACUNbCTBEHHbIE AENCTBUA MO OTHOLLIEHMUIO K IIOAAM U XKUBOTHbIM;

7. oTpuuUatoLLas ceMelHble LEHHOCTU U GOPMUPYIOLLAA HEYBaXKEHUE K POSUTENAM U (UNK) ApYyrvm
YyseHaM cemMbM;

8. onpaeapblBaoLLan NPOTUBOMNPABHOE NOBEAEHME;
9. coaeprKalasn HeLeH3ypHyo bpaHb;
10. coaep:kawan MHPopmaumio NnopHorpadpnUecKkoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpean aeTei onpeaeneHHoro Bospacra,
OTHOCKUTCA:

1. nHpopmauma, npeacTaBasemas B BUAE U3006parKeHMA UM ONUCaHUA KeCTOKOCTU, GU3UYECKOTO
1 (UAN) NCUXMYECKOTO HAaCKUMA, NPECTYNNEHNA UM MHOTO AHTMOOLLLECTBEHHOTO AENCTBUSA;

2. BbI3blBAlOWAA Y AETEl CTPax, y»Kac WaM NaHWKy, B T.4. NpeacTaBAsemas B BUAe M306parkeHus
WM OMUCAaHUA B YHWKAIOLWLEM YeNoBEeYEeCKOe [O0CTOMHCTBO (OpMe HEHACUbCTBEHHOM CMepTH,
3aboneBaHuA, CamoybuitCTBa, HECYACTHOIO C/1y4as, aBapumn UAKU KaTacTpodbl U (MaK) X NocneacTBuid;

3. npeAacTaBnseman B BUAeE U306ParKEHUA UM ONUCAHWMA NOMOBbLIX OTHOLIEHUI MEXAY MYKUYMHON
N KEHLMHOW;

4. cofeprKalan 6paHHble C/10Ba U BbIPAXKEHMUS, HE OTHOCALLMECA K HeLeH3ypHol BpaHu.

C yyetom 3TOro Bam npepgnaratotca npasuna pabotbl B cetM WHTepHeT Ana pasinyHbIX
BO3PaACTHbIX KaTeropuii, cobntoaeHne KoTopbix No3BoanT obecnedmTb MHPOPMaLMOHHYIO 6e3onacHoCcTb
BalLMX geTen.

O6wue npasuna ana pogurenei

1. Hesasucumo ot BO3pacTa pe6eHKa MCHOﬂb3yﬁTe nporpammHoe o6ecnequme, nomoratouiee
d)MI'IprOBaTb M KOHTPO/IMPOBATb MH(bOpMaLJ,MIO, HO He noJsaraTecb MOJMIHOCTbIO Ha Hero. Bawe
BHMMaHUE K p66EHKy - F1aBHbIM MeTOoA 3alunThbl.

2. Ecnm Baw pebeHOK MMeeT aKKayHT Ha OAHOM W3 couManbHbiX cepsBucos (Livelournal,
blogs.mail.ru, vkontakte.ru »u T.n.), BHMMaTENbHO U3y4YMTE, KaKyld WMHPOPMALMIO MNOMELLAIOT €ero
YYACTHMKM B CBOUX Npoduasx n 6aorax, BKAtodaa ¢otorpadpun n Buaeo.

3. MNpoBepbTe, C KakKMMK APYrMMW CalTamMu CBA3AH COLMANbHbI cepBuC Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMKM, HO MOTYT M COAEPaTb CCbUIKM Ha
HexkenaTe/lbHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, UAW CalT, HAa KOTOPOM APYr yNnoMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomaluHuin agpec)

4. MNoowpanTe Bawmnx getei coobuiatb 060 BCEM CTPAHHOM UAWN OTTANKMBAIOWEM U HE CAULIKOM
OCTPO pearvpyiTe, Korga OHW 3TO AenatoT (M3-3a onaceHMs MOoTepAaTb AOCTYN K MHTepHeTy AeTu He
roBOpPAT poaUTENAM O Npobaiemax, a TaKKe MOryT HayaTb MCMO/1b30BaTb MHTEpPHET BHE A0Ma U LUKO/bI).

5. ByabTe B Kypce ceTeBOl KM3HU Bawero pebeHka. NHTepecyliTech, KTO X Apy3bsA B UHTepHeT
TaK ’Ke, KaK MHTepecyeTecb PeanbHbIMU APY3bSMU.

Bospacr ot 7 go 8 ner

B MHTepHeTe |OE6€HOK CTapaeTcAa NOCETUTb TE UIN UHbIE CaP’ITbI, d BO3MOXHO U 4aTbl, pa3pelleHne



Ha noceleHne KOTOPbIX OH He Noay4un 6bl oT poauTenei. Moatomy poauTenam ocobeHHO MoJiesHbl
6yayT Te OT4yeTbl, KOTopble MNPeAOoCTaBAAOTCA NPOrpPaMmamu MO OrpaHMYEHUI0 UCMNOJIb30BaHUSA
NHTepHeTa, T.e. POOUTENbCKUIA KOHTPOb UKW TO, YTO Bbl CMOMKETe YBUAETb BO BPeEMeEHHbIX dalinax. B
pesynbTate, y pebeHKa He OyaeT OLYLWEeHUs, YTO 33 HUM BeAEeTCA MOCTOAHHbIA KOHTPOJb, OAHAKo,
poauTenn 6yayT no-npexHemy 3HaTb, Kakue calTbl nocewiaet ux pebeHok. [leTM B gaHHOM Bo3pacTe
06134al0T CUbHBIM YYBCTBOM CEMbM, OHU OOBEPUYMBbLI U HE COMHEBAlOTCA B aBTopuTeTax. OHU NtobAaT
UrpaTb B CETEBbIE UIPbl U NyTelwecTBOBaTb N0 MHTEPHETY, MCNO/b3yA 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha
CaliTbl U YaTbl, HE PEKOMEHA0BaHHbIEe POAUTENAMM.

CoBeTbl No 6e3onacHocTN B ceTn NIHTepHeT ana aeteit 7 - 8 net

1. Co3paiTe CNMCOK AOMALIHWUX MPaBWUA MNocelweHns MHTepHeTa Npu y4yacTum aetei u Tpebyiite
€ro BbIMO/IHEHUA.

2. Tpebyitte oT Bawero pebeHKa coba0aeHMA BPpeMeHHbIX HOPM HaXOMAEeHUA 32 KOMMNbIOTEPOM.
MokaxkuTe pebeHKy, uTo Bbl HabatogaeTe 3a HUM He NOTOMY 4TO Bam 3TO xouyeTcs, a NoTomy 4TO Bbl
b6ecnokouTecb 0 ero 6e30MacHOCTM M BCerga rotToBbl €My NOMOYb.

3. KomnbloTep ¢ noakatodeHMem K WHTepHeTy A0/IKEH HaxoAuTbCs B OOLIEN KOMHaTe nog,
NPUCMOTPOM poguTene.

4. Ucnonb3yiiTte cneumnasnbHble eTCKMEe NOMCKOBbIE MALUMHDI.

5. MCI‘IOI’Ib3yVITe cpeactea 6ﬂ0KMpOBaHMH HeXenaTte/IbHOro KOHTEHTA KaK AO0NoJIHeEHUE K
CTaHZapTHoOMy PoantenbCcKomy KOHTPOIO.

6. Co3paitTe ceMeiHbll 3N1EKTPOHHbIA AWMK, Y4TOBbl He MO3BO/IUTL AETAM UMETb COBCTBEHHbIe
aapeca.

7. bBnokupyiTte poctyn K cakitam c 6ecnnaTHbIMM  MOYTOBBIMM  AWMKAMM C  MOMOLLbIO
COOTBETCTBYIOLLEFO MPOrPamMMHOro obecneyeHus.

8. Mpuyunte peTelt coBeToBaTbCA C Bamm nepep onybamkoBaHMem Kakon-nnbo mHdpopmaumum
CPeACTBAMM 3/1IEKTPOHHOM NOYTbI, YaTOB, PErUCTPALMOHHBIX GOPM M Npodunen.

9. HayuuTe aeteit He 3arpy»KaTb $aiifbl, NPOrpammbl UAN My3blKy 6€3 BaLlero coraacms.
10. He paspeLlualiTe AeTAM MCNONb30BaTb CYXKObl MTHOBEHHOTO 06MeHa COOBLLEHNAMM.

11. B "6enblit" cnncok canToB, paspelleHHbIX A8 NOCEeLEeHNsA, BHOCUTE TOJIbKO CaliTbl C XOpOLUEN
penyTauue.

12. He 3abbiBaiiTe becegoBatb ¢ AetTbMu 06 MX Apy3bsax B MIHTepHeTe, Kak ecnm bbl peyb Wwaa o
APY3bAX B peanbHOM KU3HMN.

13. He genaiite "Taby" 13 BONPOCOB NOJIOBOM U3HW, TaK KaK B MHTepHeTe AeTU MOryT fierko
HATKHYTbCA Ha NopHorpaduio uam canTbl "ansa B3pocabIx'.

14. MpuyumTe Bawero pebeHka coobuwatb Bam 0 AO6bIX Yyrpo3ax MAM TPEBOrax, CBA3aHHbIX C
NHTepHeToM. OcTaBaiTecb CMOKOMHBIMM M HaMOMHWUTE LETAM, YTO OHW B H€30MacHOCTM, eciv camu
paccKkasaiuM Bam O CBOMX TpeBorax. [loxBasuTe WX M NOCOBETylTe MOZONTU ewe pa3 B NoaobHbIX
cyyasnx.

Bo3pacr geteii ot 9 Ao 12 ner

B gaHHOM BO3pacTe AeTu, Kak npaBuio, yxe HacbllWwaHbl O TOM, KaKaA VIHd)OpMaLI,VI‘r'I cywecrsyer



B MHTepHeTe. CoBepLIEHHO HOPMAAbHO, YTO OHWM XOTAT 3TO YBUAETb, NPOYECTb, YCAbIWaTb. Mpu 3TOM
HY}KHO MOMHUTb, YTO AOCTYM K HEMKefnaTeNbHbIM Matepuanam MOXHO /ierko 3ab/soKMpoBaTb Npu
nomoLy cpeacTs PoanTenbcKoro KOHTPoOASA.

CoBeTbl N0 6e3onacHocTK ana aeteit ot 9 go 12 net

1. Co3galiTe CNUCOK AOMALLHUX NpaBua nocelleHna NHTepHeT npu yyacTum aeten n Tpebyite ero
BbIMOJIHEHUA.

2. TpebyliiTe oT Bawero pebeHKa cobtoaeHna HOPM HaxoXAeHMA 33 KOMMbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, YTo Bbl becnokonTecb
0 ero 6e30MacHOCTM 1 BCErAa roToBbl OKa3aTb MY NMOMOLLb.

4. KomnbloTep C MNoakaoyeHuem B WMHTEpHET O0/iKeH HaxoAuTbCA B obuweit KomHaTe nop,
NPUCMOTPOM poguTenen.

5. Wcnonb3syiite cpeactsa 610KMPOBaHWA HEXKENATENbHOTO KOHTEHTa KaK [OOMOJIHEHME K
cTaHAapTHOMY PoanTENbCKOMY KOHTPOJIIO.

6. He 3abbiBailTe MpPUMHMMATL HEMOCPeACTBEHHOE y4yacTMe B XM3HM pebeHka, becesoBaTb C
AeTbmM 06 X apy3bax B MHTepHeTe.

7. HactauBaiiTe, 4tobbl AETW HWUKOTAA@ He COMMalWaAUCb HA JIMYHble BCTPEYM C APY3bAMK MO
UHTepHeTy.

8. Mo3BosAlTE AEeTAM 3aX0ANTb TO/IbKO Ha caiTbl 3 "6enoro” cnmcka, KOTOPbIN CO3aaNTe BMECTe
C HUMW.

9. MpuyunTe AeTell HUKOrAAa He BblAasaTb ANYHYI0 MHGOPMAaLMIO CPeacTBaMU 3SEKTPOHHOMN
MoyYTbl, 4YaToOB, CUCTEM MFHOBEHHOro ObmeHa COOBWEHMAMM, PErncTPaLMOHHbIX GOPM, SMYHbIX
npodunei n Npu perncTpaumnm Ha KoOHKypcbl B MIHTEpHeTe.

10. Mpuyunte aeten He 3arpy:KaTb Nporpammbl 6e3 Bawero paspelweHunsa. O6bACHUTE UM, YTO OHU
MOTYT C/ly4aiiHO 3arpy3unTb BUPYCbl AN APYTOe HeXKenaTelbHoe NporpammHoe obecnedeHue.

11. Co3gaitTe Bawemy pebeHKy orpaHMYeHHYIo yY4eTHYI0 3anunch Ana paboTbl Ha KOMNbloTepe.

12. Npuyunte Bawero pebeHka coobuwatb Bam 0O MO6bIX yrpo3ax WAM TPeBOrax, CBA3aHHbIX C
NHTepHeTom. HanomHuTe geTAm, YTO OHWM B 6E€30MacHOCTM, eC/iM Camu PaccKasaan Bam O CBOMX
TPeBoOrax v onaceHusXx.

13. Pacckaxkute getam o nopHorpadum B MHTepHeTe.

14. HacrtamnBaiiTe Ha Tom, 4Tobbl AETWM NPEAOCTaBAAAN BaM AOCTYMN K CBOEW 3/1eKTPOHHOW nouTe,
yTo6bI Bbl YHEANANCH, YTO OHW HE 0BLLAOTCA C HE3HAKOMLLAMMU.

15. O6bacHuTe AeTAM, 4YTO HeNb3A WUCNO0/1b30BaTb CETb AN1A XY/ZIMFAHCTBA, PACMPOCTPaHeHUA
CnneTeH nnam yrpos.

Bo3pacr gerteii ot 13 go 17 ner

B 3Tom BO3pacTte nNOAPOCTKM aAKTUBHO WCMOJ/Ib3YIOT MOWUCKOBbIE MALUWHbI, MOJb3YHOTCA
3/IEKTPOHHOM MOYTOM, CNy*K6amMu MrHOBEHHOIO 06MeHa COObLLEHMAMM, CKAYMBAIOT My3bIKYy U GUAbMbI.
ManbynMKkam B 3TOM BO3pacTe Oonblle NO HPaBy CMeTaTb BCE OrpaHUYEHMA, OHWM KaxayT rpyboro
FOMOPa, a3apTHbIX UrP, KAPTUHOK "ana B3pocabix". [leBoYKM npeanovmTatoT obLwaTbca B YaTax, Npm 3Tom



OHM ropasao bonee YYBCTBUTE/IbHbI K CEKCYaNbHbIM gOoMoraTtenbcTeam B UHTepHeTe.

3ayacTyto B J@aHHOM BO3pacTe POAUTENAM YKe BECbMA C/I0XKHO KOHTPO/IMPOBATb CBOMUX AEeTeN, TaK
Kak 06 MHTepHeTe OHW y)Ke 3HAlOT 3HAYUTENbHO bOonblle cBOMX poguTenein. Tem He MeHee, He
oTnyckante peteit B "cBobogHoe nnaBaHMe" no WHTepHeTy. CrapaliTecb aKTMBHO Yy4acTBOBaTb B
obuweHnn pebeHka B MHTepHeTe.

BakHO no-npexHemy ctporo cobaogaTtb npasuaa NHTepHeT-6€30NacHOCTU - COrnalleHne Mexay
poautenamm u petbMu. Kpome TOro, HeobxogMMO KaK MOMKHO Yalle NpPocMaTpuBaTb OTYETbI O
aestenbHocTn geteli B MHTepHeTe. Cneayer obpaTnTb BHMMaHME Ha HEOBXOAMMOCTb COAeprKaHus
pPOAUTENBLCKUX Naposieit (naposiel agMMHUCTPATOPOB) B CTPOrOM CeKpeTe M 06paTuTb BHMMaHMUE Ha
CTPOroCTb 3TUX Naposien.

CoBeTbl N0 6e30MacHOCTM B 3ToM Bo3pacTe oT 13 go 17 net

1. CospaifiTe CNMCOK AOMALLHMX MpaBuA MoceleHna MHTepHeTa MNpM yyacTUM NOAPOCTKOB U
TpebyiTte 6e3yc/oBHOro ero BbinosHeHUs. Obrosopute ¢ pebeHKOM CMMCOK 3anpelleHHbIX CanToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO MO 06LLeHMI0 B MHTEepHEeTe (B TOM Yncie B
yaTtax).

2. KomnbtoTep ¢ NOAKAHOYEHUEM K CETU MHTEPHET A0/1XKEH HaXoANTbCA B 0bLLEN KOMHaTE.

3. He 3a6bbiBaitTe becenoBaTb ¢ AeTbMKW 06 UX Apy3bAX B MHTepHeTe, O TOM, YemM OHW 3aHATbI
Takum obpasom, byaTo pedb MAET O APY3bAX B peanbHOM uU3HM. CnpalunBante o NoAaxX, C KOTOPbIMU
AeTn 06LatoTcA NOCPeACcTBOM CNYKO MrHOBEHHOro 06meHa coobLeHNAMM, YTODbI yoeanTbCs, YTO 3TH
NOAN UM 3HAKOMBbI.

4. WNcnonb3ynte cpeactBa 6/0KMPOBAHUA HEXKENaTe/NbHOrO KOHTEHTa KaK AOoMoJiHeHMe K
CTaHAapTHOMY PoauTeNnbCKOMY KOHTPOIIO.

5. HeobxoAMMo 3HaTb, KakMMu YaTamu Mosb3ytoTcA Bawwu aetu. MNoowpsiiTe ncnonb3oBaHue
MOAEPUPYEMbIX YaTOB M HAacTamBalTe, YTobbl AeTU He 06LWANNCh B NPUBATHOM PEXKUME.

6. HacramBaiite Ha Tom, 4YTOObI AETW HWMKOrAA He BCTPEYASICb JIMYHO C APY3bAMM U3 CETU
MHTepHeT.

7. Mpuyunte aeten He BblAABATb CBOK NNYHYHO MHOOPMALMIO CPEACTBAMM 3/EKTPOHHOM NOYTHI,
4aToB, CUCTEM MFHOBEHHOrO 06MeHa CooBLLEHUAMM, PEFUCTPALMOHHBIX GOPM, ANYHbIX NpodUaei U Npu
perncTpaumnm Ha KoHKypcbl B MIHTEpHeTe.

8. MpuyunTe JeTei He 3arpy»Katb Nporpammbl 6e3 Bawero paspelweHns. O6bACHUTE UM, YTO OHU
MOTYT C/Ty4aiiHO 3arpy3uTb BUPYCbI MW APYroe HeKenaTe/lbHoe NporpaMmmHoe obecneyeHue.

9. Mpwuyuynte Balwero pebeHKa coobw,atb Bam O /OObIX yrpo3ax MAM TPeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHWTe AeTAM, YTO OHUM B 6@30NacHOCTM, eC/IM CaMM pacCcKasanu Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxsaauTe Ux M NOCOBETYNTE NOAOWTH eLle pas B NOA06HbIX CaydasX.

10. Pacckaxkute getam o nopHorpadum B WHTepHeTe. NMomorute Mm 3alWUTUTLCA OT Cnama.
HayuuTe NoApOCTKOB He BblAaBaTb B MIHTepHeTe CBOEro peanbHOro 3N1eKTPOHHOMO agpeca, He oTBevaTb
Ha He)KenaTe/ibHble MMCbMa M MCNO/b30BaTh CNeLMaibHble MOYTOBbIE GUALTPbI.

11. NpuyunTte cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.

12. Hayuute geTelt yBaxkaTb APYrUX B UHTepHeTe. Yb6eamTech, YTO OHWU 3HAIOT O TOM, YTO NPaBMAa
XOPOLIEro NoBeseHnn AeUCTBYIOT BE34E - [aXKe B BUPTYa/IbHOM MUpe.



13. O6bACHUTE [ETAM, YTO HM B KOEM C/y4ae Henb3s UCnonb3oBaTb CeTb ANA XY/AWUFaHCTBa,
pacnpoCTpaHeHUa CNAETEH UAN YIPO3 APYTMM JHOLAAM.

14. Obcyante C noapoCTKamMu MNpobaembl CeTeBbIX a3apTHbIX UMP M UX BO3MOXKHbIA PUCK.
HanomHuTe, YTO AETU HE MOTYT UrPaTb B 3TU UIPbl COrNACHO 3aKOHY.

MOCTOSSHHO KOHTPO/IMPYMTE Ucnosib3oBaHne MHTepHeTa Bawmm pebeHkom! ITo He HapylieHue
€ro JIMYHOro MNPOCTPAHCTBA, a Mepa MNPedoCTOPOKHOCTM U MpoaABAeHMe Bawel poguTenbcKoi
OTBETCTBEHHOCTM M 3a60Tbl.




